
Kindly refer the attachment �le for the sample or extortion email.
If you’re impacted, kindly report to: itsdsupport@mmu.edu.my

BEWARE OF EMAIL EXTORTION/SCAMSBEWARE OF EMAIL EXTORTION/SCAMS

Group Information Security (GIS) recently has been noti�ed about 
email extortion/scams received by Warga TM. As a preventive 
measure, GIS release this alert to advice Warga TM to take necessary 
actions to avoid becoming one of the victims of this scam.

Ensure all online accounts are protected with strong and unique
passwords. Do not use the same over and over again.

Update and activate devices with the latest TM Corporate Antivirus. 
If you don’t have any, please download from: https://XXXX.tm.com.my 

If you do receive extortion emails, do not panic, do not respond or 
click any links or attachments. Do not pay money to the attackers. 
Mark the email as spam and report to xxxxxxx@mmu.edu.my.

Do not open emails or attachments, links in emails that are 
unsolicited or from unknown sources.

4 TIPS HELP KEEP YOU SAFE
FROM BECOME A VICTIM OF EXORTION/SCAMS

environment. The term can be used to describe data that are transferred via electronic or physical medium.

Damage TM reputation Financial losses Legal liability Regulatory non compliance

Be conscious on data sharing verify the authenticity
of the email`s content Utilize TM BOX

Protect TM Information.
Violation will lead to internal investigation and criminal prosecution

Verbal communication
and instant messaging

Victim of phising email Store data in unauthorized 
public domain

Unauthorized access

Data LeakageData Leakage

Data leakage is an intentional or unintentionally release of data from within an organization to untrusted

Implications

Source of Leakage

We could take more responsibility

Secure access control

NETWORK & INTELLIGENT CAMPUS ECOSYSTEMS  (NICE)
Tel : 03-8312 5777 (Cyberjaya)   |   06-252 4777 (Melaka)
Email : nice.support@mmu.edu.my

HOW TO SIGN-IN TO MMU APPLICATION USING MICROSOFT 365HOW TO SIGN-IN TO MMU APPLICATION USING MICROSOFT 365

1

Step Instructions

Visit application you wish to access by entering it's URL in your web browser. 
Locate and click 'Microsoft 365' button.

2 Login in using your credentials

3 Approve sign in request. You will receive noti�cation on your Authenticator 
app.

Note: These affect users receiving push noti�cations in the Microsoft 
Authenticator app. Users that are currently using other authentication 
methods (Example: Call/Text or TOTP 6-digit codes) in the Microsoft 
Authenticator app will not be affected.

Use your MMU Email 

STAFF

STUDENT

Example 
Username: ali.abu@mmu.edu.my 
Password  : Your IDM Password

Use your MMU Students Email
Example 
Username: 1234567890@student.mmu.edu.my
                    or ali.ahmad@student.mmu.edu.my
                    (March 2024 Intake onwards) 
Password  : Your IDM Password

4 Once successfully authenticated, you will be redirected to the application 
homepage.


